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What is CSPM and CNAPP?
CSPM- Cloud Posture Management 
Tool:
• Finds, monitors, and fixes 

security issues in your cloud 
setup like AWS

• The main goal is compliance, 
visibility, and security posture

• Examples of some are Prowler, 
Prisma Cloud, and AWS Security 
Hub

CNAPP- Cloud Native Application Protection 
Platform:
• Protects your whole cloud application 

lifecycle — from code to runtime — using 
multiple security tools together, like AWS 
Config or CloudFormation Guard

• The main goal is end-to-end security from 
development to production

• Examples of some are Qualys Totalcloud, 
Wiz, Palo Alto Prisma Cloud



CSPM and CNAPP Comparison Table

Category CSPM (Cloud Security Posture 
Management)

CNAPP (Cloud-Native Application 
Protection Platform)

Purpose Finds and fixes cloud setup issues like wrong 
permissions or open storage (example: Prowler)

Secures the whole cloud app, from code to running 
systems, using multiple tools (example: TotalCloud)

Scope Focuses on cloud infrastructure like S3, IAM, and 
VPC

Covers cloud infrastructure, workloads, CI/CD 
pipelines, and runtime environments

Deployment Agentless — connects through cloud provider APIs Mix of agentless scanning and agents inside workloads

Capabilities Runs config checks, audits, and sends alerts for 
misconfigurations

Combines CSPM, workload protection (CWPP), 
identity management (CIEM), and code scanning (IaC)

Frameworks Follows security standards like CIS, NIST, and ISO Covers full development lifecycle (SDLC) and runtime 
security with DevSecOps integration



What is 
Compliance 
Framework?
A compliance framework is a structure 
of guidelines and best practices that 
organizations use to ensure the 
company meets security, privacy, and 
operational standards (e.g., NIST, 
ISO, SOC2). 
Helps organizations prove they are 
handling data and risks properly.



About NIST 800-171
• NIST 800-171 is a cybersecurity framework 

developed by the National Institute of 
Standards and Technology (NIST)

• Its focus is on protecting Controlled 
Unclassified Information (CUI) in 
non-federal systems and organizations

• Its primary goal is to ensure sensitive 
government data remains secure when 
handled by contractors, universities, or 
private companies working with federal 
agencies.

• It provides a structured set of security 
requirements tailored for environments 
outside the federal government.

Key features:
•14 Control Families
•110 Individual Controls
•Focus on access control, incident 
response, system integrity, and 
more.



NIST 800-171 Control Families
1.Access Control (AC)
2.Awareness and Training (AT)
3.Audit and Accountability (AU)
4.Configuration Management (CM)
5.Identification and Authentication (IA)
6.Incident Response (IR)
7.Maintenance (MA)
8.Media Protection (MP)
9.Personnel Security (PS)

10.Physical Protection (PE)
11.Risk Assessment (RA)
12.Security Assessment (CA)
13.System and Communications Protection (SC)
14.System and Information Integrity (SI)



CIS Amazon Web Service Foundation Benchmark

Control Families:
1. Identify and Access Management
2. Storage
3. Logging 
4. Monitoring
5. Networking

Overview:
All CIS Benchmarks™ (Benchmarks) focus 
on technical configuration settings used to 
maintain and/or increase the security of the 
addressed technology, and they should be 
used in conjunction with other essential 
cyber hygiene tasks.



What is Risk? 
Risk is the possibility that 

something bad could 
happen that might hurt a 
company, a system, or 

people. In cybersecurity, 
risk happens when there 
is a weakness (called a 

vulnerability) in a system 
that could be attacked by 

a threat.



How is it Calculated?
Risk = Likelihood × 
Impact

•Likelihood: How 
likely is it that 
something bad will 
happen?

•Impact: How bad 
would it be if it did 
happen? (e.g., data 
breach, service 
outage).



Risk Matrix

3x3 Qualys Totalcloud Finding Matrix

4x4 NIST 800-171 Finding Matrix



What is Risk Mitigation?
Reducing the likelihood of a risk occurring or lessening its impact if it does occur is known 

as risk mitigation.

AVOIDANCE REDUCTION TRANSFEREN
CE

ACCEPTAN
CE-Eliminate the risk 

completely
Ex. Not storing sensitive 
data in cloud

-Lessen the 
likelihood/impact
Ex. Enabling MFA to 
reduce breach risk

-Shift risk to third-party
Ex. Buying cyber 
insurance

-Acknowledge and 
monitor the risk
Ex. Accept minor risks 
of low impact



Prowler Finding 1:



Prowler Finding 1



TotalCloud Finding 1:



TotalCloud Finding 
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Prowler Finding 2:



Prowler Finding 2



TotalCloud Finding 2:



TotalCloud Finding 
2



Prowler Finding 3:



Prowler Finding 3



TotalCloud Findings 3:
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Prowler Finding 4:



Prowler Finding 4



TotalCloud Findings 4:



TotalCloud Finding 
4



Mitigation Plan/ 
Schedule
• Organize findings by severity (Critical → 

High → Medium → Low).
• Build a simple plan: Critical findings = 

immediate remediation (0-2 weeks), High = 
2-4 weeks, Medium = 1-2 months, Low = 
2-3 months.



Challenges Faced

1. Prowler has the exact mappings in the compliance column, but with Qualys TotalCloud, we had to 
search for each control family and the specific mapping.

2. Prowler takes more time to set up; you have to install it in CloudShell each time.

3. With TotalCloud, we switched from AWS Best Practices to CIS Amazon Web Service Foundation 
Benchmark policy to find all our failed findings.



Thank you
Any Further Questions?


